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As news of online fraud and data bre aches hits the headl i n e s ,
the issue of data pro tecti on has moved out of the data cen ter
and into the exec utive su i te . The re a s on is simple: these days ,
h ow well a com p a ny pro tects and recovers its data co u l d
d i rect ly affect the bo t tom line. According to the Wa ll Street
Jo u rn a l , data bre aches can cut abo ut 1 percent from the stock
pri ce of a f fected com p a n i e s .1 But building a data pro tecti on
s tra tegy has grown in com p l ex i ty as well as import a n ce , a n d
s everal trends high l i ght the new ch a ll en ges that many CIOs
f ace . Companies incre a s i n gly rely on tech n o l ogy to store and
a n a ly ze vital business data, f rom custom er con t act inform a-
ti on to financial records to intell ectual property. Th a t
i n c re a s ed rel i a n ce can also re sult in vu l n era bi l i ty, as data loss-
es that aren’t qu i ck ly recovered can have disastrous bu s i n e s s
con s equ en ce s . Al a rm i n gly, mu ch of that data has moved
f rom the safety of a cen tra l i zed data cen ter to less-sec u re
devi ce s , su ch as rem o te servers in regi onal of f i ces or laptop s
that are not reg u l a rly backed up. Moreover, the increase in
govern m ent reg u l a ti ons that mandate how companies store ,
a rch ive and sec u re particular types of data furt h er hei gh ten s
the ch a ll en ges of data pro tecti on .

These business trends should drive a wholesale ch a n ge in
h ow business data is pro tected and recovered . In s te ad of bu i l d-
ing a disaster recovery plan cen tered on ly around the data cen-
ter, companies must en su re that distri buted data—on laptop s ,
P C s , and rem o te of f i ce servers—can also be qu i ck ly and rel i-
a bly recovered . Moreover, these plans must factor in the stri n-
gent sec u ri ty and recovera bi l i ty mandated by the new
reg u l a tory cl i m a te . The bo t tom line: CIOs must rethink the
w ay they pro tect and recover corpora te data.

“The ch a n ges in the business world are ref l ected in the new
a pproach that companies are taking to data pro tecti on , ” s ays
Cu rtis Pre s ton ,vi ce pre s i dent of data pro tecti on at GlassHo u s e

Tech n o l ogies in Fra m i n gh a m , Ma s s .“ In s te ad of just back u p,
data pro tecti on must en compass backup and disaster recovery
as well as stora ge ,                       s ec u ri ty and arch ivi n g.”

The answer is to build a stra tegy that both pro tects and
recovers data.An ef fective data pro tecti on and recovery stra t-
eg y not on ly re s tores data th at h as been de s troyed ,   d a m a ged ,
or misplaced but also prevents data from falling into the
wrong hands and en su res that companies are in com p l i a n ce
with reg u l a ti ons affecting their indu s t ri e s .

“ Businesses need a data pro tecti on plan that incorpora te s
a ll corpora te data, f rom the server to the laptop,” s ays Bri a n

Ba bi n e a u , an analyst at Enterprise Stra tegy Group in Mi l ford ,
Ma s s . “And as reg u l a tory com p l i a n ce comes into play, we’re
s eeing a conver gen ce of data pro tecti on and sec u ri ty — yo u
c a n’t just pro tect it by backing it up. You need to sec u re it so
that if it falls into the wrong hands, it can’t be misu s ed .”

The key for any or ga n i z a ti on — rega rdless of its size or the
i n du s try in wh i ch it plays—is to implem ent a data pro tecti on
and recovery stra tegy that miti ga tes business ri s k s , redu ce s
co s t s ,                             i n c reases com p l i a n ce and helps improve overa ll bu s i n e s s
s ervi ce level s . Doing so invo lves bri n ging toget h er the bu s i n e s s
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m a n a gers and the C IO  team to p er form a mu l tiva ri a te co s t -
ben efit  analysis that assesses the va lue of  business data with the
costs of down time and non - com p l i a n ce .

Faced with both a high opportu n i ty for failu re and a gre a t
deal of ri s k ,     m a ny companies are ch oosing out s o u rced man-
a ged data pro tecti on as the faste s t ,       s a fest road to en su r ing that
data is con s i s ten t ly pro tected ,       s ec u red , compliant and—most
i m port a n t ly — qu i ck ly recovera bl e . With su ch high stake s —
m a ny companies live and die on their abi l i ty to access and use
data 24/7—ch oosing the ri ght partn er is a vital dec i s i on . Som e
of the things that should be eva lu a ted inclu de the fo ll owi n g :

R E P U TAT I O N . Trust is paramount in a rel a ti onship wh ere so
mu ch is at ri s k ,  so look for ven dors with an excell ent rep ut a ti on
and a proven track record of h elping companies su cce s s f u lly
recover their data du ring regi onal or nati onal disasters .

HIGH ACCESSIBILITY. E n terprises need the abi l i ty to re s tore
data them s elve s , rega rdless of wh et h er it’s in the data cen ter,
on a PC,  or on a rem o te ser ver.  E l ectronic Va u l ti n g , for ex a m-
p l e , of fers a  se c u re Web interf a ce th at all ows IT ad m i n i s t ra-
tors to easily and qu i ck ly re s tore lost data them s elve s — a
va lu a ble com m od i t y in an incre a s i n gly mobile worl d .     O n l i n e
access also all ows com p an ies to access and manag e m ed i a ,
con trol aut h ori z a ti on level s , decl a re a disaster and make
m edia requ e s t s . “Sel f - s ervi ce requ i rem ents are part of t h e
con su m er envi ron m ent tod ay, ” s ays Ba bi n e a u . “Th ey want
the ability to get people involved, but they want the ability to
do it on their own when they want.”

MENU OF SERVICES. As data pro tecti on and recovery
i n c reases in scope , so too must the servi ces that data pro tec-
ti on ven dors of fer. These provi ders should of fer servi ce s
that com p l em ent each other for a com p l ete data pro tecti on
and recovery stra tegy. Look for the abi l i ty to back up and
recover both cen tra l i zed and distri buted data, as well as
en c rypti on and digital arch ivi n g.

DISTRIBUTED DATA PROTECTION SERVICES. With cri tical data
i n c re a s i n gly stored on decen tra l i zed sources su ch as rem o te
s ervers or laptop s , data pro tecti on ven dors must of fer a
com p l ete stra tegy to pro tect that data. E l ectronic va u l ti n g
of fers servi ces to autom a ti c a lly and con s i s ten t ly pro tect
data that re s i des out s i de the data cen ter, wh i ch not on ly
en su res that backups are being done to set po l i c i e s , but also
g u a ra n tees recovera bi l i ty.

SERVICE LEVEL AGREEMENTS.Vendors should be able to tailor
S LAs to the pro tecti on and recovery pri ori ties of e ach cus-
tom er, and of fer a tech n o l ogy soluti on that su pports each
S LA level . Ta pe is an inex pen s ive soluti on for low - pri ori ty
d a t a , for ex a m p l e .     E l e ctroni c va u l ti n g , w h i ch backs up data
online and of f ers on - demand recover y,  prov i des easily man-
a ge a ble data pro tecti on with recovery points and recovery
times that ra n ge from a few minutes to 24 hours , depen d i n g
on service level requirements.

TOP EQUIPMENT. Con du ct due diligen ce to en su re that the ven-
dor ’s infra s tru ctu re is everything yo u’d want. With el ectron i c
va u l ti n g,   l ook for be s t - i n - breed en c rypti on and a fully manned
s ervi ce opera ti ons cen ter to mon i tor and manage servi ce s .
With backup tape stora ge , l ook for high - end data cen ters ,
vaults with top-line sec u ri ty, ga s eous fire su ppre s s i on sys tem s ,
b ackup gen era tors and ti ght con trols around tem pera tu re ,
hu m i d i ty and  static el ectri c i ty.

S E C U R I T Y. Sec u ri ty covers two realms—the physical sec u ri ty
n eeded for fac i l i ti e s ,  pers on n el and media tra n s port a ti on ,  as well
as en c rypti on tech n o l ogies for safeg u a rding sen s i tive data in
tra n s i t , t h ro u gh el ectronic va u l ting and on backup med i a .
“Th ere should be re a s on a bl e , repe a t a ble processes in place to
m a ke su re that on ly the ri ght people have acce s s ,”s ays Ba bi n e a u .

Con s i s ten t ,            s ec u re processes for handling and tra n s porti n g
m edia from start to finish that prove ch a i n - of - c u s tody.“ Loo k
for ven dors that properly handle and store tape s , f rom bar-
code scanning for ch a i n - of - c u s tody con tro l , to the abi l i ty to
el ectron i c a lly inven tory the va u l ted med i a ,”s ays Pre s ton .

In the final analys i s ,              i m p l em en t ing a com preh en s ive data
pro tecti on and recovery plan requ i res an on going stra tegy
ra t h er than a on e - of f progra m . Wh en the stakes are nothing
less than business su rviva l , data pro tecti on becomes a vi t a l
business issue—and using tru s ted ex perts to safeg u a rd this
a s s et becomes the most vi a ble soluti on . By implem en ting a
data pro tecti on stra tegy wh i ch inclu des ch oosing the ri gh t
p a rtn er for data pro tecti on and recovery, CIOs can en su re that
business leaders can depend on the con ti nuing ava i l a bi l i ty and
i n tegri ty of the data en gine that drives their or ga n i z a ti on . ▲
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T h e re should be re a s o n a b l e , repeatable 
p rocesses in place to make sure that only the 

right people have access. — B r i a n  B a b i n e a u“ ”
A D V E R T I S I N G  S U P P L E M E N T

For more inform a ti on on how to implem en t
data pro tecti on and en su re recovery,ch eck out
w w w. i ron m o u n t a i n . com
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